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A nyone looking at the many U.S.government’s many security ini-tiatives can see that one thingis clear – in smart cards we trust.Smart card technology has become adigital Fort Knox in the effort to strength-en ID creden-tials, networksecurity and evenpassports. Thenew HomelandSecurityPresidentialDirective 12,issued August 27,2004, gives thismovement evengreater impetus.But as smartcards move morestrongly intophysical accesscontrol systems,an importantquestion arises:Are the standardsready or not?And, what, if any-thing, remains tobe done?
GOVERNMENT SMART ID CARDS TODAY

The use of smart cards for identity cre-dentials is already quite extensive withinthe federal government. The mostadvanced program is the Department ofDefense Common Access Card (CAC),with cards issued to over 3.4 millionemployees, contractors and others.Building on this success, GSA, State,Treasury, Homeland Security, VeteransAffairs and NASA all have establishedprograms to issue new smart ID cards.These initiatives have spawned the needfor a common identity credential that isused for both physical and logical accesscontrol across all branches of the federalgovernment.Several factors have driven the need fora new form of ID credential. First, organ-izations have been looking for ways tomake the credential significantly harderto counterfeit. In addition, there has beena need to complement or replace the"flash pass" method of ID verificationwith a machine-based ID authentication.Finally, agencies and departments havewanted to extend the use of the badgesinto online security application areas. While the need to tie these credentialsto physical access control was obviousfrom the outset, the U.S. federal govern-ment initially was not in a good positionto standardize as it began looking intonew forms of ID badges. Although federalagencies are pervasive users of physical

access control systems, until now theyhave procured full systems and systemcomponents with little or no centralguidance. The result has been technicalincompatibility between cards and sys-tems that now present a formidable chal-lenge to standardizing an approach forID credentials.
GOVERNMENTSMART CARDINTEROPERABILITYSPECIFICATION

The DefenseDepartment’s CACprogram laid the foun-dation to rectify thissituation, because itprovided a real pro-gram around whichstandards efforts cancoalesce. Across thefederal enterprise, theprimary point of inte-gration is the carditself. The CAC andother ID programshave produced theNIST GovernmentSmart CardInteroperability Specification (GSC-IS),currently in version 2.1. This standardincorporated the industry’s most widelyaccepted standard technologies, includ-ing contactless smart cards (ISO 14443)and contact smart cards (ISO 7816).With a common credential comes theopportunity to promotephysical access controlinteroperability acrossagencies, so the issueof access control stan-dards took centerstage.  The PhysicalAccess InteragencyInteroperabilityWorking Group (PAII-WG) was chargedwith creating anddocumenting guid-ance for such anapproach.  The result-ing guideline,"TechnicalImplementationGuidance: SmartCard EnabledPhysical AccessControl Systems," was published in July2004, and is the primary specificationfollowed today by HID Corp. and otherphysical access control systems equip-ment manufacturers.  This guidancereflects current U.S. Government techni-cal requirements and has been approvedby the Government Smart CardInteragency Advisory Board (GSC-IAB).The guideline correctly states that the

key to credibility, non-repudiation andreciprocity in a government-wide creden-tial program is defining and accepting aunique number assigned to a single indi-vidual. To achieve this, the guidelinespecified the Federal Agency SmartCredential Number (FASC-N) to replacethe SEIWG-012 definition, which hasbeen in use for more than 10 years. TheFASC-N will be the primary identifica-tion string used on all government issuedcredentials.The FASC-N, a very robust and for-ward thinking definition (read "lots ofbytes"), was created to ensure legacycompatibility with existing systems basedon the SEIWG-012 definition. The specification also cover what chiptechnology can be used and provides thecommand set for use with physicalaccess control. In short, it adequatelyspecifies how to build interoperable read-ers and the card-reader security level.The current guidelines, however, do notfully specify readers to access the entirecontrol panel output. The FASC-N is toolarge for many access control panels tosupport its full output because a range ofassurance profiles – low, medium, andhigh – are associated with the extensibledata model on FASCcards.

These assurance profiles provide forincreasing the integrity of the transactionbetween the card and the reader, but putsignificantly greater demands on readersand access control panels than was tradi-tionally required.Wisely, the government workinggroups have left this issue to the industryto resolve, with the goal of extending thestandard over time as the best solutions

emerge. NIST will be releasing a newspecification in February 2005 to complywith HSPD#12. This is an extremelyaggressive schedule for developing anentirely new specification and I believethey will look to the GSC and TechnicalImplementation Document for guidanceto create this new specification. A fewambiguities do exist in these specifica-tions today and this new spec will helpclear things up and make it easier toachieve a truly interoperable system.  Four months after the release of thespecification, each government agency isto have a program or plan in place forcompliance. Four months after that, theyare required to start implementing theplan.  Although there is no governmentfunding for this initiative, each agency isasked to find the funds to comply. Thisshould be a very interesting time.  One thing is certain, new access con-trol readers will require a great deal offlexibility from reader manufacturers toachieve interoperability.  This is particu-larly true in the near term, where theonly sensible way to achieve interoper-ability will be to support several upstreamoptions for communicating out of thereader to the access panels.Over time, these older products willgive way to a new generation of open,flexible access panels.  These new sys-tems will consist of open architecture,and will include options for handling thefull capabilities of the FASC-N identifier,stronger encryption andadvanced network com-munications capabilities.The consensus of bothindustry and govern-ment stakeholders isthat the standards andguidelines that are inplace today are suffi-ciently detailed tosupport develop-ment and imple-mentation of physicalaccess control readers and cards.The FASC-N definition provides along range, extensible foundation. Atthe same time, the guidelines are flexi-ble in defining how readers andpanels communicate. Thispractical approach positionsgovernment organizationsto gradually evolve to newaccess control card and system technol-ogy. Going too far would create anunworkable situation in the short termby discouraging organizations from con-tinuing to use existing panels and sys-tems, thereby making it economicallyinfeasible to migrate.  Over time, stan-dards will move higher up the systemchain as best practices for reader toaccess panels emerge.
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